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This guide is provided for the convenience of BankUnited Remote Deposit Capture customers utilizing the Panini VisionE
scanner. The document was prepared by Fiserv and contains instructions relating to the installation of security certificates and
configuration of third-party hardware and software. Information is subject to change by the applicable provider.
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Introduction

This document describes the process of importing the security certificate from the Panini VisionE
manually.

Importing the security certificate

For Windows, you can automatically import the certificate by running the installation package for the VisionE
(Fiserv_Panini_VisionE_3.25.2.exe).

Windows

1. Open the browser and navigate to the scanner 192.168.101.1, 192.168.102.1, or
192.168.103.1.

2. Click on Configuration option in the upper left corner.

0 @ PaniniVisienE ® |+

“— G A Mot secure ketps 192.168.101.1 indexhtm|

IMﬁNi Welcome to the Panini Vision E scanner

jshpp v3.03 yn E System Ver. 00010005 (A12169C1 /023872 7A/5B1C329A)
Jgp Ver. 3.0.1 / Engine Ver. 3.0.2 / FW Ver. 4.0.2.0, Jun 4 2020

F Engine Status: Available for connection...

Device State: OFFLINE

g

Configuration

Firmware Update »

. Conn & Scan Free Track & |Clea[ List & |

3. Click the Connection Parameters Setup link.

miNi. Vision E Check Scanner Configuration

Gnmmhﬂﬂmmﬂﬁzaiﬂm‘ asword Jetun
Bulk Setup
AYANTOR Setup
End Access Bession
Access Level: None  Configuration Type: Open working Mode: RNDIS |
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4. Click Next.

DA R

Working Mode

® RNDIS (TCR/IP aver USB)

— . USE Mode L WI-Fi
Home

() Ethernet

Configiguration  »

5. Scroll to the bottom of the next page and click the Root CA Certificate Download (PEM
Format) link.

HTTPS: [Default cenfficate |

Device Nameibisier]e__ | Eootca certificate Download (PEM Format) p
Eoot Ca Certificate Download (X.200 DER Format)

6. Once the certificate file has been downloaded, open the Start menu, search for the
Internet Options, and then click Open.

Best match

R Internet Options

= —
Search the web i

Internet Options

P internet options - see web results > Control panel
£ internet options settings > M
£ internet options control panel > T Open

7. Once the Internet Properties window opens, click on the Content tab, and then Certificates.
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&% Internet Properties ﬁ 7 3

General Security Privacy Content  Connections Programs  Advanced

Certificates -
Use certificates for encrypted con

j Clear 551 state _ ;ertﬂ:atﬁ_ Publishers

AutoComplete

AutoComplete stores previous entries Settings
on webpages and sugoests matches
for you,

Feeds and Web Slices
| Feeds and Web Shces provide updated Settings
7 content from websites that can be =

read in Internet Explorer and other
programs.

lorts and identification.

ey

8. Click Import.

| @ intemet Pro

[ @ cenrca

eite

Intended purpose: | <All> ¥

1| Personal other People  Intermediate Certfication Authorkies  Trusted Root Certficatior * | *

Issued To Tssued By Expiratio..,  Friendly Name

/

teort... | [ Eiport Renove | s

Certficate intended purposes

9. Once the new window opens, click Next, on the next page click on Browse, and go to
the folder where the certificate file was saved (normally in the downloads folder by
default).

= r Cenbelite fwpen Wizard

i b bt
Sopmcily the il you mank to mport. g
[ UersimarifiownioadsiP eI A-Cont pom (o]

hicke: Horg than o certificat car e storedin e srgie Fie in the Folowng formats:
Persansl Infermation Exchange- PXCS #12{ FFY, P12}
Cryptiachi Message Syvdas Saddard PRCS #7 Cortficates [ 978

Macrosaft Seriskred Certifcabe Shore (.55T)

Bext Cancel
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10. Once you select the certificate file and click Next, the Certificate Store page displays.

a. Click the Place all certificates in the following store radio button and then click
Browse.

4 £¥ Certificete bmport Wizerd

Cerlificite Store.
Certificate stores are systen arcas where certificstes are kept,

‘Wirdows can automatically selact 4 coitficate stons, or you can spaedly alecation for
{-. 4 the certiicate,

S Oretomaticaly seket the cerbficste store based on the type of cerlificate
O ol cortfa oG HEre A
Cartifacate store: —

Trusstad Riook Ceetification uwichoribes Browese. ..

-

| Met | Caned

b. Select the Trusted Root Certification Authorities option and click OK.
Once that has been selected and back to the Certificate Import Wizard, click Next.

@ inter
(&
nbended purposs: <hlls L

Personal  aher Pecpls  Intevmediate Contification Authortes  Trusted Root Certficatior * | *

! Issued To Issued By Expratio...  Friendly Name
I

L
-

)

Certificate interded purposes

11. Once you import it successfully, a message displays accordingly.
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12. To verify that it has been imported, close and re-open the Certificate store, go to the
Trusted Root Certification Authorities tab, and scroll down to the “P” area of the Issue
To column.

You will find a Panini Certification Authority entry there.
Example —

Intermediate Certification Authorities  Trusted Root Certification Authorities  Trusted Publ 4 | *

Issued To Issued By Expiratio,..  Friendly
I

55 Panini Certification Authol

10/17/2046

Panini Certification Au. .,

=Mione =

Windows: Firefox

1. To get the certificate, follow the same process as mentioned in the above steps.

2. Once the certificate has been downloaded from the scanner, open Firefox, go to the
menu in the upper right corner and then click Settings.

Chel+3hift+P

Crrl +Shift+4,
Chl+p
Cirl+3

Ctrl+F

Ctrl +Shift+0)
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3. Inthe Settings menu, click Privacy & Security, scroll down, and then click on the
View Certificates option.

3 Settings

| Allow Firefox to sen

’ Security

ive Content and Dangerous Software Protection

»

View Certificates...

Security Devices...

Certificate Manager
Your Certificates Authentication T 3 Peaple

n file thatidentify these cerfificate author

scurity Device

Edit Trust... Inport.. EXport. Jelete or Distrust.

A oY [ o |

5. Once the new window opens, navigate to where the certificate file was saved.
a. Select the file and click Open.
b. On the next screen titled Downloading Certificate, check the Trust this CA
to identify websites box as that allows the certificate to work with with SCO,
and then click OK.

Certificate Manager

Import.. Export. Delete or Distrust..
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Apple/Mac

1. Connect the scanner and navigate to it in the browser using 192.168.101.1. Once
connected, click Configuration in the upper left corner.

& 192.168.101.1

Miwi' Welcome to the Panini Vision E scanner

sApp v3.03 Vision E System Ver. 00010005 (A12169C1/0238727A/5B1C329A)
(v App Ver. 3.0.1 f Engine Ver. 3.0.2 / FW Ver. 4.0.3.0, Jun 4 2020

Device State: OFFLINE

2. Click the Connection Parameters Setup link.

Vision E Check Scanner Configuration

General Setup
Password Sstup
Bulk Setup
AVANTOR Setup

End Access Session

Connection Parameters Setup

3. Select the RNDIS (TCP/IP over USB) connection method that is being used for this
example, and then click Next.
Working Mode
O RNDIS (TCP/IP over USB)

USB Mode Wi-Fi
Ethernet

Mext -> | |

4. Onthe Connection Parameters screen, scroll to the bottom to the HTTPS section.

Keep it as Default certificate, and then click on the Root CA Certificate Download (PEM
Format) link.

HTTPS: Default certificate B

Device Name visione Root CA Certificate Download (PEM Format) &
Root CA Certificate Download (X. Form
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5. In a Do you want to allow downloads from the scanner address prompt, click
Allow.

This downloads the certificate.

Do you want to allow downloads on "192.168.101.1"?

You can change which websites can download files in the

Websites section of Sa

ari Settings.

f\ oW
6. Open a Finder window and navigate to where the certificate was stored. In this
example, it is in the Downloads folder.

Search the file named PaniniV2CA-Cert.pem.

Downloads

Date Added

[ Paniniv2CA-Cert.pem ZKB printable..archive Today at 2:28 PM

7. Double-click on the file to start the import process.

When prompted, enter the Mac password to allow it to be imported into the Keychain.

8. Go to Applications -> Utilities, and open Keychain Access.
XN Utilities

AirDrop m 4 & rs
S w ® B &

Applications

Activity Monitor t Utility Audio MIDI Setup Bluetooth File Boot Camp ColorSync Utility
Desktop Exchange Assistant ‘

o F =

Digital Color Disk Utility Feedback Grapher Keychain Access

Downloads

Macintosh HD
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9. Once Keychain Access has been opened, navigate to the System option under
System Keychains

(both on the left side).

login

Local Items

System ’

System Roots

10. In the main area in that section, click the Certificates tab. You will find the Panini
Certification Authority V2 there that you import

Keychain Access

Certificates
login

Local Items

System
System Roots Kind Expires

certificate

certificate

W Apple

I com.apple.kerberos.kdc

W com.apple.systemdefault e 2038 at 4:10:34 PM

2 Panini Certification Authority V2 Oct 17, 2046 at 4:29:35...  System

11. Double-click or right-click on the Panini Certification Authority V2 and open
the certificate. Expand the pre-collapsed Trust section at the top.

At the top of that section, change the When using this certificate section
from Use System Defaults to Always Trust.

35 AM Central Daylig!

V o

When using ¢  Use System Defaults ?
Secure Sockets Layer (SSL  Always Trust *
Secure Mail (S/MIME Never Trust
Extensible Authentication (EAP) no value specified
IP Security (IPsec) no value specified
Code Signing no value specified
Time Stamping no value specified

X.509 Basic Policy no value specified

Details
Subject Name
Country or Region
State/Province
Locality
Organization
Common Name ini ification Autho
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12. Close the window where you will be prompted to enter the Mac
password again. This is to allow the change and to save it.

13. Enter the system password and click Update Settings.

C

Keychain Access

You are making changes to the System
Certificate Trust Settings.

Enter your password to allow this.

IPRCS

ssssssssssse

Update Settings

Cancel

Apple/Mac: Firefox

1. To download the certificate, follow the same process as the above steps for Mac.
2. Once it has been downloaded, open Firefox, click in the menu in the upper right,
and then click on Settings.

Sync and save data

New tab
New window

New private window

Bookmarks
History

Downloads
Passwords

Add-ons and themes

Print... %P
Save page as... xS
Find in page... RF
Zoom - W00% +
Settings « ®,
More tools >

Help

3. Click Privacy & Security on the left side, scroll to the bottom, and then click on
the View Certificates... button.

® B settings <+

# Firefox  aboutipreferences#privacy

@ o =4 Block dangerous downioads

® Warn you about unwanted and uncommon software

{oy Home

Q search ‘ Certificates *

& Privacy & Security o Query OCSP responder servers to confirm the current validity of View Certificates...

certificates
Q Sync Security Devices...

[ More from Mozilla
HTTPS-Only Mode
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4. Once the Certificate Manager window opens, click the Authorities tab, and then click
the Import... button.

Certificate Manager
Your Certificates Authentication Decisions People Servers

You have certificates on file that identify these certificate authorities

Certificate Name Security Device

v AC Camerfirma S.A.

Chambers of Commerce Root - 200... Builtin Object Token

Global Chambersign Root - 2008 Builtin Object Token
~ AC Camerfirma SA CIF A82743287

Camerfirma Chambers of Commerce... Builtin Object Token
v ACCV

ACCVRAIZ1 Builtin Object Token

e © ~ A IN22EIRINORT

Edit Trust Import...

\ ]

5. Once the next window opens, navigate to where the certificate was saved
(commonly in the Downloads folder), and select the PaniniV2CA-Cert.pem file.

Then click Open.

& Downloads
Recents

Applications

Desktop ) Paniniv2CA-Cert.pem
Downloads

Macintosh HD

Red

Orange
Yellow
Lsita PaniniV2CA-Cert.pem
Green prinf oded archive

Blue Information
Created YeSlillay, 2:28 PM
Purple b

® Gray Show Options Cancel Open

Al Tane

6. On the next screen, check the Trust this CA to identify websites. box as that will
allow the scanner to communicate with SCO, and then click OK.

You have been asked to trust a new Certifi Authority (CA).

Do you want to trust “Panini Certificati y V2 for the following purposes?

Before trusting this CA for any purpose, you should examine its certificate a 5 policy and procedures [

View Examine CA certificate

Cancel
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